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1. HEJIX OCBOEHUSA JTUCIIUITIJIMHBI (MOAYJIS)

1.

Ju—

pruodpeTeHne 00yJIaroIUMICS 3HAaHUH, HAaBBIKOB M YMEHHUH, CBSI3aHHBIX C IPABOBBIMH U IIPOTPAaMMHO-TEXHUUECKIMHU
METOaMH 3alUThl HHGOPMAIIUU FOCYIapPCTBEHHBIX U HETOCYIapPCTBEHHBIX OPTraHU3alNi U yUpeKIeHUH

3amaun: cucTeMaTH3alMs TEOPeTUYEeCKUX 3HaHMH 1o obecredyeHuto Oe3omacHOCTH HHGOpMAlMKM B CHCTEMAax YIpaBlICHUS,
UCIIONB3YIOIINX COBPEMEHHbIE HH(POPMAIIMOHHbIE TEXHOJIOTUH;

BBIBJIGHHE CYITHOCTH, IIeNleif, 3aja4 M MecTa METOJOB M CPEICTB 3aIllUThl WHPOPMAIHMOHHBIX IIPOIECCOB B KOMITBIOTEPHBIX
cucTeMax B oOrmeil cucreMe obecredeHus 6e30macHOCTH HH(popManuK Ha 00beKTaxX HHPpOpMaTH3aLUH;

U3y4CHHE OCHOBHBIX IPUHLUIOB MPHUMCHEHHS METOJOB ¥ CPEACTB 3aIUTHl HMHGOpMALMM TIPH OPraHU3alMd  3allHuThI
MH()OPMAIMOHHEIX ITPOIIECCOB B KOMITBIOTEPHBIX CHCTEMAX;

M3ydeHHe HOPMATHBHO-PYKOBOISIINX JOKYMEHTOB, PETJIAMEHTHPYIOIIMX BOIPOCH oOecredeHHss 0e30macHOCTH HH(pOpPMAaruu B
ABTOMATH3MPOBAHHBIX CHCTEMaxX

2. MECTO JUCIIIJIMHBI (MOAYJISA) B CTPYKTYPE OBPA30OBATEJIBHOU ITPOI'PAMMABbI

Luxx (paszgen) OI: | bF1.B

2.1 | TpeGoBaHus K NpeABAPUTEIHLHOI MOATOTOBKE 00Y4ar0Ierocs:

2.1.1 | UudopmaTrka

2.1.2 | OcHOBEI HAITMOHAJILHOM 0€30IMaCHOCTH

2.1.3 I/IH(i)OpMaHI/IOHHBIe TCXHOJIOITMU U UHTCIIJICKTYAJIbHBIC CUCTEMbI B MCHCIPKMCHTC

2.1.4 | YopasneHue puckaMu

2.2 | [ucuunivHbl (MOAY/IM) U MPAKTUKH, 1JIS1 KOTOPBIX OCBOEHHE JaAHHON AUCUMIJIMHBI (MOAYJIs) HE00X0IMMO KaK
npeauniecTBywIee:

2.2.1 | UccnenoBanue cUCTEM yIpaBJICHUS

2.2.2 [[ToaroToBka K MpoLeAype 3aliThl H 3aIUTa BHITYCKHON KBaTH()UKAIMOHHOMN PabOTHI

3. POPMUPYEMBIE KOMIIETEHIIUU, UHANKATOPBI UX TOCTUKEHUSA
1 IJIAHHPYeMbIe Pe3yIbTaThl 00y4eHHs

4. CTPYKTYPA U COAEPKAHUE JUCIUIIVIMHBI (MOAYJIS)

Kon HaumeHoBaHue pa3jesioB H TeM /BHJ Cemectp | Yacos | Komneren- | Jlureparypa u 3a. pecypebl | IIpakr
3aHSATHS 3aHATHS/ / Kype 10707 . OJT.

Paznen 1. Undopmauuonnas
0€30IMacHOCTh B CHCTEME
HAIIMOHAJIbHOI 6e30macHocTH Poccun

1.1 JlokTprHa HHOOPMAITMOHHOM 9 2 JI1.1J11.2 J11.3 JI1.4 JI1.5
6e3onacnoctu Poccuiickoii @eneparyu JI1.6 JI1.7 JI11.8 J11.9 JI1.10
OcHOBBI HUHPOPMAITUOHHON JIT.11 JI1.12 JI1.13J12.1 JI2.2
6e3omacuoctu /JIex/ J12.3 J12.4 J12.5 J12.6 J12.7

JI2.8 J12.9 J12.10 JI2.11 JI2.12
J12.13 J12.14
313233 343536 37 38 29

1.2 locymapcTBeHHas OMUTHKA B 00JIaCTH 9 6 JI1.1J11.2 J11.3 JI1.4 JI1.5
obecrieueHns 6€30MaCHOCTH JI1.6 J11.7 J11.8 J11.9 JI1.10
ABTOMATHU3UPOBAHHBIX CHCTEM JIL11 J11.12 J11.13J12.1 JI2.2
yIpaBJIeHUS JI2.3 J12.4 J12.5 JI2.6 JI2.7
T'ocynapctBennas nonutrka Poccuiickoit JI2.8 J12.9 J12.10 JI2.11 JI2.12
Oenepanyy B 00J1aCTH MEKIYHAPOIHOM JI2.13 J12.14
“H(POPMAIIMOHHOM 0€30MacHOCTH 213233 34 3556 37 58 29

3ammTa NepCOHANBHBIX JaHHBIX
3ammrta ['ocynapcTBeHHOM TaitHe! /TIp/

1.3 TlocynapcTBeHHas MONMUTHKA B 00IaCTH 9 9 JI1.1JI1.2 J11.3 JI1.4 J11.5
obecnieyeHus: 6€30MacHOCTH JI1.6 JI1.7 J11.8 JI1.9 JI1.10
aBTOMATU3HPOBAHHBIX CUCTEM JIT.11J11.12 J11.13J12.1 JI2.2
YIIpaBICHHS J2.3J12.4 J12.5 J12.6 J12.7
T'ocynapctBennas monutrka Poccuiickoit JI2.8 J12.9 J12.10 J12.11 JI2.12
Ddenepanyy B 00JIaCTH MEKIYHAPOIHOM J12.13 J12.14
nHpOpMaANNOHHOH 6e30ITacHOCTH 012233343526 37 38 29

3amnura NepCOHANbHBIX JaHHBIX
3amuTa [ocynapctenHoii Taitubr /Cp/

Pa3nen 2. UndopmauuonHas Boiina,
METOAbI U CPEACTBA €€ BCACHUA




2.1 MeTtoap! U cpencTBa BeleHUs 1 JI1.1 J11.2 J11.3 J11.4 JI1.5
“HGOPMAIIMOHHOW BOWHBI /JIek/ JI1.6 JI1.7 J11.8 JI1.9 JI1.10
JIL.11 JI1.12 J11.13J12.1 JI2.2
J12.3 J12.4 J12.5 J12.6 J12.7
JI2.8 J12.9 J12.10 JI2.11 JI2.12
JI2.13 JI2.14
212233 34 2556 37 38 29
2.2 CereneHTpHUYeCKHE BOWHBI 2 JI1.1J11.2 J11.3 JI1.4 JI1.5
Oeiixu /TIp/ JI1.6 JI1.7 JI1.8 JI1.9 JI1.10
JIT.11 JI1.12 JI1.13J12.1 JI2.2
J12.3 J12.4 J12.5 J12.6 J12.7
JI2.8 J12.9 J12.10 JI2.11 JI2.12
JI2.13 J12.14
212233 34 3556 37 38 29
23 CeTelleHTpUYECKUE BOHHBI 6 JI1.1J11.2 J11.3 JI1.4 JI1.5
Oeiixu /Cp/ JI1.6 JI1.7 J11.8 JI1.9 JI1.10
JIT.11 JI1.12 JI1.13J12.1 J12.2
JI2.3 J12.4 J12.5 JI2.6 JI2.7
JI2.8 J12.9 J12.10 JI2.11 JI2.12
JI2.13 J12.14
213233 343556 37 58 B9
Paznen 3. Kpurepnu 3amuineHHoCTH
KOMINBIOTEPHBIX CHCTEM
3.1 CrannapTsl ”HPOPMAITUOHHON 1 JI1.1 JI1.2 JI1.3 JI1.4 JI1.5
6e3omacuoctu /Jlek/ JI1.6 JI1.7 JI1.8 JI1.9 JI1.10
JIT.11 JI1.12 JI1.13J12.1 J12.2
J12.3 J12.4 J12.5 J12.6 J12.7
JI2.8 J12.9 J12.10 JI2.11 JI2.12
JI2.13 J12.14
213233 343556 37 98 B9
3.2 Yrpo3sl 6e30macHOCTH HHPOPMALTUU 2 JIT.1 JI1.2 JI1.3 JI1.4 JI1.5
OCHOBHBIE THUITBI TIOJTUTHKA JI1.6 JI1.7 JI1.8 JI1.9 JI1.10
0€30MacHOCTH I0CTYIAa K JaHHBIM. JIT.11 J11.12 J11.13J12.1 J12.2
JluckpenoHHbIe U MaHIaTHBIS J12.3 J12.4 J12.5 J12.6 J12.7
nommtrk /T1p/ JI2.8 J12.9 J12.10 JI2.11 JI2.12
JI2.13 J12.14
213253 243556 37 58 29
33 Yrpo3bl 6e30macHOCTH HHPOPMALTUU 7,4 JI1.1 J11.2 JI1.3 JI1.4 JI1.5
OCHOBHBIE THITBI TIOJTUTHKA JI1.6 JI1.7 JI1.8 JI1.9 JI1.10
0€30MacHOCTH I0CTYyNa K JAHHBIM. JIT.11 J11.12 J11.13J12.1 J12.2
JucKpelMoHHbIe U MaHJaTHbIE J12.3 J12.4 J12.5 J12.6 J12.7
nonutuku /Cp/ JI2.8 J12.9 J12.10 J12.11 JI2.12
J12.13 J12.14
0132233 34 2526 37 38 29
Paznen 4. 3amura nadpopmanuu,
o0padaTsiBaemMoii B MHGOPMAIHOHHBIX
cucTemMax
4.1 3amura nadopmarym B TC 4 JI1.1 J11.2 JI1.3 JI1.4 JI1.5
3amura nuadopmanuu B KUU /Jlex/ JI1.6 JI1.7 J11.8 J11.9 JI1.10
JIT.11 JI1.12 JI1.13J12.1 J12.2
J12.3 J12.4 J12.5 J12.6 J12.7
JI2.8 J12.9 J12.10 JI2.11 JI2.12
JI2.13 J12.14
2132353 343556 37 98 B9
4.2 PaboTa co cpeicTBaMH 3alIUTHI 10 JIT.1 JI1.2 JI1.3 JI1.4 JI1.5

napopmanun /TIp/

JI1.6 JI1.7 J11.8 JI1.9 JI1.10
JI11 JI1.12 JI1.13J12.1 J12.2
J12.3J12.4 J12.5 J12.6 J12.7
JI2.8 J12.9 J12.10 JI2.11 JI2.12
J12.13 J12.14
013233343536 37 38 29




43 IIporpamMHoO-anmapaTHas 3alUTa 9 3 JI1.1J11.2 J11.3 J11.4 JI1.5
unpopmanuu /Cp/ JI1.6 JI1.7 J11.8 JI1.9 JI1.10
JI.11 JI1.12 JI1.13J12.1 J12.2
JI2.3 JI2.4 JI2.5 J12.6 JI2.7
JI2.8 J12.9 J12.10 JI2.11 JI2.12
J2.13 J12.14
313233343536 37 38 29

Pasnen 5. 3ammura AC u CBT or
BHELIHEro 3JIEKTPOMATHUTHOTO
BO3/1eliCTBUS

5.1 3amura AC 1 CBT oT BHENIHETO 9 2 JI1.1 JI11.2 JI1.3 J11.4 JI1.5
AJIEKTPOMArHUTHOTO Bo3neiicTBus /JIek/ JI1.6 JI1.7 J11.8 JI1.9 JI1.10
JI1.11 J11.12 J11.13J12.1 J12.2
J12.3 J12.4 J12.5 J12.6 J12.7
JI2.8 J12.9 J12.10 JI2.11 J12.12
J12.13 J12.14
D152 53 54 D556 D7 D8 B9

52 TpebOoBaHMs PyKOBOISAIINX TOKYMEHTOB 9 4 JI1.1 JI11.2 J11.3 J11.4 J11.5
1o 3amure ot [IDMUH /TIp/ JI1.6 J11.7 J11.8 J11.9 JI11.10
JIT.11 J11.12 J11.13J12.1 JI2.2
J12.3 J12.4 J12.5 J12.6 J12.7
JI2.8 J12.9 J12.10 JI2.11 JI2.12
JI2.13 J12.14
D152 353545526 57 28 29

53 MeTtomb! 3aIUTH HHPOPMALIUH OT YTCUKH 9 8,4 JI1.1J11.2 J11.3 J11.4 JI1.5
yepe3 [IDMUH /Cp/ JI1.6 JI1.7 J11.8 J11.9 JI1.10
JI11JI1.12 J11.13J12.1 J12.2
JI2.3 JI2.4 JI2.5 J12.6 JI2.7
JI2.8 J12.9 J12.10 JI2.11 JI2.12
J2.13 J12.14
0132323 34 3526 37 28 39

Pasznen 6. 3akiaouenue

6.1 DLP-cucremsl. 3akimouenne. /Jlex/ 9 2 JI1.1 J11.2 J11.3 J11.4 JI1.5
JI1.6 JI1.7 J11.8 JI1.9 JI1.10
JI1.11 J11.12 J11.13J12.1 J12.2
J12.3 J12.4 J12.5 J12.6 J12.7
JI2.8 J12.9 J12.10 JI2.11 J12.12
J12.13 J12.14
D132 233 D4 3526 37 28 D9

6.2 DLP-cuctemsl. /Cp/ 9 2 JI1.1J11.2 J11.3 J11.4 J11.5
JI1.6 J11.7 J11.8 J11.9 J11.10
JIL11 JI1.12 J11.13J12.1 J12.2
J12.3J12.4 J12.5 J12.6 J12.7
J2.8J12.9J12.10 J12.11 J12.12
J12.13 J12.14
313253354 3556 37 98 B9

6.3 /KA/ 9 0,2
0130233543536 37 38 29

5. OHEHOYHBIE MATEPHAJIBI

5.1. KoHTpoJIbHBIE BONIPOCHI U 3aIaHUSI

KonTpombHbIE BOIPOCH! AL HPOBEACHHS TEKYIIEr0 KOHTPOIISL

1. Yrposa undopmarnmonHoii 6ezonacHoctu Poccuiickoit @enepannu

COBOKYITHOCTB JICHCTBHH M ()aKTOPOB, CO3IAIOIIIX OITACHOCTh HAaHECSHN: yriep0Oa HallMOHABHBIM HHTEpecaM B HH()OPMAITHOHHON
chepe

COBOKYITHOCTb JICHCTBUH U (PaKTOPOB, CO3AIOIINX OMACHOCTh HAaHECEHUs ylepOa HallMOHAJIBHBIM HHTEpecaM B cepe o0IiecTBa u
rocyznapcTaa

2. Uapopmanmonnas 6ezomacHocTh Poccuiickoit depepannu

COCTOSIHUE 3aIUIIEHHOCTH JINYHOCTH, OOIIECTBA U TOCYAapCTBA OT BHYTPEHHHUX U BHEIIHUX UH(POPMALMOHHBIX YTPO3, IpH
KOTOPOM 00eCTIeUNBAFOTCS peaTn3anysl KOHCTUTYIIMOHHBIX IIpaB U CBOOO] YeJIOBeKa U IPpakIaHHHA, TOCTOWHBIC Ka9eCTBO U
YPOBEHb JKU3HU IPa)/iaH, CyBEPEHUTET, TEPPUTOPUANIBbHAS LIEIOCTHOCTb U YCTOMYHUBOE COLUAIBHO-DKOHOMUYECKOE PA3BUTUE
Poccuiickoit ®eaepannu, 060poHa 1 6€30MaCHOCTb TOCYIAPCTBA;

B3aMOYBSI3aHHBIE IPABOBBIE, OPraHU3ALIOHHBIE, ONIEPATHBHO-PA3bICKHBIE, Pa3BEIbIBATENbHBIE, KOHTPPA3BEAbIBATENbHBIE, HAYUHO-
TEeXHHYIECKHE, MHPOPMAIIOHHO-aHAINTHIECKHE, KapOBbIe, S)KOHOMHUECKHE W MHBIE MEpPHI 110 IIPOrHO3UPOBAHUIO, OOHAPYKECHHIO,




CIEPXKHUBAHMUIO, IPEAOTBPALICHHUIO, OTPAXKCHUIO HH(POPMAIIMOHHBIX YTPO3 U JTUKBHJALUH MOCIEACTBUI UX MPOSBICHUS;

3. ObecneueHne HHGOPMAITIOHHOHN 0€30MacHOCTH

OCYIIIECTBIICHHE B3aMMOYBSI3aHHBIX [TPABOBBIX, OPTaHU3AI[MOHHBIX, OIIEPATHBHO-PA3BICKHBIX, PA3BE/IbIBATCIIFHBIX,
KOHTpPPa3BeAbIBATEIbHBIX, HAYYHO-TEXHUUECKHUX, HH)OPMAIHOHHO-aHATTUTUICCKUX, KAAPOBBIX, 3KOHOMUYECKHX U HHBIX MEp I10
MPOTHO3UPOBAHHIO, 00HAPYKEHHUIO, CACPIKUBAHHIO, IPEJOTBPALICHUIO, OTPAKCHHIO HH(POPMAIIMOHHBIX YTPO3 H JINKBUIAIINN
MOCIEICTBUI MX NPOSABICHUS;

4. Cuipl obecrieueHust HHGOPMAIIMOHHOM 6€30MacHOCTH

TOCYZapCTBEHHBIC OPT'aHBI, a TAKXKe TOIPA3eIICHUS U TOJDKHOCTHBIE JIUIA TOCYIapCTBEHHBIX OPTaHOB, OPTaHOB MECTHOTO
CaMOYIPAaBJICHUS U OpraHU3ali, YIIOJHOMOYEHHbIE HA PELICHUE B COOTBETCTBUU C 3aKOHOAATeNbecTBOM Poccuiickoit denepanuu
3aja4 1o obecrnevyeHuo HHHOPMAIIMOHHON Oe30MacHOCTH;

HpaBOBbIE, OPraHU3ALMOHHbIC, TEXHUUECKUE U APYTHE CPEJICTBA, HCTIOIb3yeMble CHIIaMH oOecredeHns] THQOPMaMOHHOH
0e30MacHOCTH;

B3aMMOYBSI3aHHBIE [TPABOBBIC, OPTaHU3AI[OHHBIE, OTIEPATHBHO-PA3BbICKHbIE, pa3Be bIBATEIbHBIC, KOHTPPA3BEAbIBATENbHBIC, HAYIHO-
TEeXHUYECKUE, THPOPMAIIMOHHO-aHATUTHYECKHE, Ka/[pOBbIE, SKOHOMHYECKHE M MHBIC MEPBI 110 IIPOrHO3UPOBAHHUIO, OOHAPYKEHHIO,
C/IePXKUBAHMIO, TPEIOTBPALICHHUIO, OTPAKCHNIO HH(POPMAIIMOHHBIX YTPO3 1 JIMKBHIAINH MOCIEACTBHN HX MPOSBICHHS;

5. Cpencta obecniedeHHs1 HHPOPMAIMOHHOW 0€30II1acCHOCTH

MPaBOBBIE, OPTAaHU3AIMOHHBIE, TEXHUYECKHE U IPYTHE CPEICTBA, HCTIONIb3yeMble CHIIaMH 00ecIieueHNs HH(POPMAITMOHHOH
0€30I1aCHOCTH;

rOCYAapCTBEHHBIE OPraHbl, a TAKXKE M0pa3IeIeHHs U IOJDKHOCTHBIE JINIA TOCYIaPCTBEHHBIX OPraHOB, OPIaHOB MECTHOTO
CaMOYIIpaBJICHHS ¥ OpTaHHU3AIMi, YITOJHOMOYCHHBIC Ha PEIICHUE B COOTBETCTBHIH C 3aKOHOIATeNILCTBOM Poccmiickoit dexeparyn
3a7a4 1o obecneyeHn o HHPOPMaMOHHOI 6e30IacHOCTH;

B3aMMOYBSI3aHHBIE [TPABOBBIE, OPraHU3aMOHHBIE, ONIEPATHBHO-PA3bICKHBIE, Pa3BeAbIBATEIIbHEIC, KOHTPPA3BE/IbIBAaTEIIbHBIC, HAYYHO-
TEeXHUYECKUE, HHPOPMAIIMOHHO-aHATUTHIECKHE, Ka[pOBbIE, SKOHOMHYECKHIE M MHBIE MEPHI 110 IIPOrHO3UPOBAHNIO, OOHAPYKEHHUIO,
CIePXKHUBAHMIO, TPEIOTBPALIEHHIO, OTPAKCHNIO HH(POPMAIIMOHHBIX YTPO3 1 JIMKBUIAINH MOCIEACTBHIN HX IPOSBICHUS;

6. Cucrema obecriedeHHs HHOOPMAITMOHHON 0€3011aCHOCTH

COBOKYITHOCTb CHJI oOecriedeHnst nHGpOopManoHHON 6e30IaCHOCTH, OCYLIECTBIISIONIMX CKOOPANHUPOBAHHYIO U CITIAHUPOBAHHYIO
JeTENBbHOCTD, M UCIIOIb3YEMbIX HMHU CPEACTB oOecriedeH s HHPOPMALIMOHHOH 0€301acHOCTH;

B3aMMOYBSI3aHHBIE [IPABOBBIE, OPraHU3alHOHHBIE, ONIEPATHBHO-PA3bICKHBIC, Pa3BEAbIBATEIIbHBIC, KOHTPPA3BE/IbIBATEIILHBIC, HAYIHO-
TeXHUUYECKUE, THPOPMAIIMOHHO-aHATUTHYECKHE, KaJPOBbIE, JKOHOMHYECKHE M HHBIE MEPBI 10 IPOrHO3UPOBAHHUIO, OOHAPYKEHHIO,
CIIeP>)KUBaHHMIO, IPEJOTBPAILCHHUIO, OTPAKEHNIO NHYOPMALMOHHBIX YTPO3 U JIMKBUAALIMH MOCIEICTBUI NX MPOSIBIICHHUS;
rOCYAapCTBEHHBIE OPraHbl, a TAKXKE MOPa3IeICHHs U IOJDKHOCTHBIE JIMIA FOCYIaPCTBEHHBIX OPraHOB, OPIaHOB MECTHOTO
CaMOYMpPAaBJICHUs U OPraHU3aLHi, YIOJIHOMOYCHHbIE HA PEIICHHE B COOTBETCTBHH C 3aKOHOIATENbCTBOM Poccuiickoit denepanunu
3a7a4 1o obecneyeHno HHPOPMaMOHHOI 6e30IacHOCTH;

7. UadopmarmonHas nappactpykrypa Poccuiickoit deneparyn

COBOKYITHOCTB OOBEKTOB HH(pOpMaTH3anny, MHOOPMAITOHHBIX CHCTEM, caiiToB B ceTr «VIHTEpHET» U ceTeil CBs3M,
pacrnookeHHbIX Ha Tepputopun Poccuiickoil @enepanui, a Takxke Ha TEPPUTOPUSX, HAXOAAIIMXCS [0 1opucaukureil Poccuiickoit
Ddenepanuy UM UCTIOIB3YEMBIX HA OCHOBaHUU MEXYHAapOIHBIX 10roBopoB Poccuiickoit dexneparyu.

COBOKYITHOCTb OOBEKTOB HH(POPMATH3AINH, TI00ATEHBIX HHYOPMAIIMOHHBIX CHCTEM, TOCYIapCTBEHHBIX HHPOPMAMOHHEBIX CHCTEM,
KPUTHYECKUX NH(DOPMAITOHHBIX HHPPACTPYKTYp, pacTIONOKEHHbBIX HA TeppuTtopun Poccuiickoit @eneparum.

8. Ha xakux mpUHIUIIaX OCHOBBIBACTCS NEATEIBHOCTh FOCYIapPCTBEHHBIX OPTAaHOB 110 00ECIICUCHUIO HH(POPMAIIHOHHON
6e3omacHOCTH?

3aKOHHOCTbH OOIIECTBEHHBIX OTHOIIEHHUH B HH()OpMAIIMOHHOH chepe U MpaBoBOE PABEHCTBO BCEX YUACTHUKOB TAKMX OTHOIICHHUH,
OCHOBaHHBIC Ha KOHCTUTYIIHOHHOM IIPaBe rpaXkJaH CBOOOTHO HCKATh, [TOJIy4aTh, IEPEIaBaTh, IPOU3BOJHUTh U PACIIPOCTPAHSATh
WHPOPMAIUIO JTIOOBIM 3aKOHHBIM CIIOCOO0M;

KOHCTPYKTUBHOE B3aNMO/IEIICTBHE TOCYAapCTBEHHBIX OPIaHOB, OPTaHU3ANNI U TPAKIAH NIPH PEIICHUH 3a1ad [0 00ECICUCHUIO
MHPOPMALMOHHON 0€30IacCHOCTH;

cobOimoieHre Oananca MeXIy HOTPEOHOCTIO IpakaaH B CBOOOTHOM oOMeHe HH(pOpMAIHEil U OTpaHHYCHUSIMH, CBA3aHHBIMH C
HEOOXOAMMOCTBIO OOecTIeueHNs HAIMOHAIBHON 0€30I1acHOCTH, B TOM YHCIIe B HHPOPMAMOHHOH cdepe;

CO3J1aHNE MEXIYHAPOJHO-TPABOBBIX MEXAHU3MOB, YIUTBHIBAIOUINX CIIEU(PHUKY HH(POPMALMOHHBIX TEXHOJIOTHMA, B IEJISIX
NPEIOTBPAIICHHS 1 YPETyITHPOBAHUS MEKIOCYIaPCTBCHHBIX KOH(MIIUKTOB B HH)OPMAIIIOHHOM IIPOCTPAHCTBE;

TPOJBIDKCHUE B paMKax JEeITeIbHOCTH MEKIyHAPOIHBIX OpTraHu3aIiid mo3unuu Poccuiickoit @enepanu, mperycMaTpHBaIOIIei
obecIieueHre PaBHOIIPABHOTO U B3aMMOBBITOHOTO COTPYJHUYECTBA BCEX 3aMHTEPECOBAHHBIX CTOPOH B HH(OPMAIIMOHHOH cdepe;

9. 3agaun rocyJapcTBEHHBIX OPraHOB B paMKax JIEATEIbHOCTH 110 o0ecedeHnIo nH(opMannoHHoi 6e30macHoCTH?

obecrieueHne 3anTHI ITPaB ¥ 3aKOHHBIX HHTEPECOB TPAXIaH M OpTaHU3aINi B HHPOPMAIMOHHOI cdepe;

OLIEHKA COCTOSIHUS HH(POPMALMOHHOH 6€301acHOCTH, IIPOTHO3UPOBAHUE U 0OHApYKEeHNE HHPOPMAMOHHBIX YTPO3, OIpeAeIeHIe
NPHOPHUTETHBIX HANPaBJICHUH UX MPEAOTBPALCHHS 1 JIMKBUAALIMH MOCIEICTBUI UX MTPOSBICHNUS;

IUIAHUPOBAHUE, OCYIECTBICHHUE U OLEHKA 3 (PEKTUBHOCTH KOMIUIEKCA MEp 10 00ecTIeueHUI0 HHPOPMALOHHO 0€3011acHOCTH;
YKpEeIUIeHHE BePTUKAIN YIPABJICHHS U [IEHTpaTN3anis CHI 00ecTiedeH s HH()OPMAIMOHHONW 0€301aCHOCTH Ha (heiepabHOM,
MEXPErHOHaIbHOM, PETHOHAILHOM, MyHULIMIIAJILHOM YPOBHSIX, a TaK)Ke Ha YPOBHE 00bEKTOB HH(POPMATH3ALMH, OLIEPATOPOB




UH()OPMALIMOHHBIX CUCTEM U CeTell CBA3Y;
noBbIIICHHE 3()(PEKTUBHOCTH B3aUMOICHCTBHSI TOCYJAPCTBCHHBIX OPTaHOB, OPraHOB MECTHOT'O CAMOYIPABIICHHSI, OPraHH3aLUi U
TpakIaH MPH PeIIeHNH 3a1ad [0 00eCIeUCHUIO HHPOPMAMOHHOHN 0€30I1acHOCTH;

10. CoiicTBa nHpOpPMALIUH:
KOH(HIECHINATBHOCTh
[IETTOCTHOCTD

JOCTYITHOCTh
HEIPOTHBOPEYNBOCTh
JI0Ka3yeMOCTb

BCE TIEPEUUCICHHOE

12. Mudopmarius, COCTaBIISIONIAst TOCYIAPCTBEHHYIO TAlHY HE MOXET UMETh TpUd. ..
JUTSL CITY)KEeOHOTO TIOTb30BaHHs

CEKPETHO

COBEPIIIEHHO CEKPETHO

0c000i1 BAXXHOCTH

13. B cooTBETCTBUY C HOPMaMH POCCUHCKOTO 3aKOHOAATEILCTBA 3alIUTa MHOOPMALUU IPEACTABISET COOON MPUHSITHE IPABOBBIX,
OPraHU3aMOHHBIX U TEXHUUECKUX Mep, HaIlPaBJICHHBIX Ha ...

obecrieueHne 3anTh HHPOPMAINH OT HEPABOMEPHOTO AOCTYIIA, YHIUYTOKSHHNS, MOIU(DUIIMPOBAHNUS, OJIOKHPOBAHHUS,
KONIUPOBAHUS, TIPEJOCTABICHHS, PACIIPOCTPAHEHHS, a TAKXKE OT UHBIX HEIIPAaBOMEPHBIX JEHCTBUI B OTHOIIEHUN TaKOH HHGOPMAIIUU
COOI0IEHHE HOPM ME3K/LyHApOJIHOTO IIpaBa B chepe HHPpOPMAIMOHHON 6e3011acCHOCTH

BBISIBJICHHE HAPYIIUTEIICH M NPUBIICUCHNAE X K OTBETCTBEHHOCTH

co0IoieHre KOH(PHUICHIIMATEHOCTH HH(POPMAIIUN OTPAHNYCHHOTO JIOCTYyIIa

pa3paboTKy METOJIOB U YCOBEPIIEHCTBOBAaHHE CPEACTB HH(POPMAIIMOHHOH 0€301MacHOCTH

14. Cucrema 3alUThl TOCYJapCTBEHHBIX CEKPETOB
ocHOBbIBaeTcs Ha YronoBHoMm Konexce PO

PEryIUpyeTcsi CEKPETHBIMU HOPMATUBHBIMU TIOKYMEHTaMU
onpezenena 3akoHom PO "O rocynapcTBeHHOH TaiiHe"
BCE MIEPEUUCICHHOE

15. JletictBue 3akoHa "O rocyaapcTBEHHOH TaifHE" paclpoCTpaHsIeTCst

Ha BCEX I'Pa)KJaH U JOJDKHOCTHBIX jiui PO

TOJIBKO Ha TOJKHOCTHBIX JIMIT

Ha Tpak/iaH, KOTOPBIC B3sUIM Ha ce0s 00513aTeILCTBO BBHIIIOIHATE TPEOOBAHHUS 3aKOHOIATENBCTBA O TOCYAapPCTBEHHOM TaliHe
Ha BCEX I'PaXKJaH U JOJDKHOCTHBIX JIHII, €CIIH UM TPETOCTABWIIN JIJIsl paOOThI 3aKPBITHIE CBEIICHUS

16. K rocynapcTBeHHO# TaiiHe OTHOCHUTCHL. ..

CBEJICHHs B BOCHHOI 0o0sacTn

CBEJICHUS O BHEITHETIOIUTHYECKOH 1 BHEIITHEIKOHOMHYECKON IEATENEHOCTH TOCYAapCTBa

CBEJICHUS B 00JIACTH SKOHOMUKH, HAYKH U TEXHUKH

CBEJIEHHs B 00JIaCTH pa3Be/IbIBaTeIIbHON, KOHTPPA3BEIbIBATEILHOM U ONEPaTHBHO-PO3BICKHON JIEATEIEHOCTH
BCE IIEPEUUCIICHHOE

17. IokyMeHTBbI, cofep Kallie TOCYIapCTBEHHYIO TaliHy CHa0XatoTcs rpudom
"cekpeTHo"

"COBEPILIEHHO CEKPETHO"

"oco0oit BaxxHOCTH"

BCE IIEPEUHCIICHHOE

18. I'pud "JACII" ucnone3yercs

JUTSL CEKPETHBIX TOKYMEHTOB

JUTSL TOKYMEHTOB, COJICPIKAIINX KOMMEPUECKYIO TalHy
KaK IIPOMEKYTOUHBIH JJIs1 HECEKPETHBIX JOKyMEHTOB
B y4eOHBIX [EIsX

19. Topsi ok 3aceKpeUNBaHUsI COCTOUT B YCTAHOBIICHUH CJICAYIOIIUX TPUHIIAIIOB:
1es1eco00pa3HOCTH ¥ OO BEKTHBHOCTH

HEOO0XOAUMOCTH U 00513aTEIbHOCTH

3aKOHHOCTH, 000CHOBAaHHOCTH Y CBOSBPEMEHHOCTH

BCEX MEPEUNCIICHHBIX

20. TlpenenbHBIN CPOK MEPECMOTPA paHee YCTAHOBICHHBIX TPH(OB CEKPETHOCTH COCTABIISIET
5 ner

1 rox

10 et




15 ner
30 net

21. Cpoxk 3aceKkpedunBaHHs CBEJCHUH, COCTaBISIONIIX TOCYIapCTBEHHYIO TaifHy
cocrasisieT 10 net
orpanuueH 30 rogamu

22. Nuadopmariyst, cocTaBISIONas TOCYJaPCTBEHHYIO TAHHY HE MOXET UMETh Tpud. ..
«IUISL CITY>KEOHOTO MOJIb30BAHMUSY

«CEKPETHO»

«COBEPIIEHHO CEKPETHO»

«0co00ii BaKHOCTI

23. K rocynapcTBeHHOM TaliHE OTHOCSATCSI CBEACHU O:

0 3amacax IJIaTHHBI, METAJUIOB IIATHHOBOM TPyIIIBI, MPUPOJHBIX aIMa3oB B ['ocymapcTBeHHOM (OHJE AParoleHHBIX METAJIOB U
JparolieHHbIX KaMHel Poccuiickoit denepanuu

0 pa3Mepax 30JI0TOTO 3araca ¥ rocylapCTBeHHBIX BaJIOTHBIX pe3epBax Poccuiickoit denepannn

0 COCTOSIHUU 37I0POBbsI BBICUINX JOKHOCTHBIX JiHLl Poccuiickoit denepaunu

24. K rocynapCcTBEHHOW TailHE OTHOCSITCSI CBEJIEHUS O:

0 (prHAHCOBOH TOJIUTHKE B OTHONICHUH HHOCTPAHHBIX TOCYAapPCTB

0 Ype3BbIUANHBIX MPOUCHIECTBUIX M KaTacTpodax, yrpokatouux 0€30MacHOCTH U 30POBBIO IPaXIaH, U UX IOCIEACTBUIX, a
TaKKe O CTUXHHHBIX OSICTBUSX, UX O(QUIMANBHBIX IIPOTHO3aX U MOCICACTBHAX

0 (hakTax HapylIeHHUs 3aKOHHOCTH OpTaHaMH TOCYIapPCTBEHHOM BIACTH M UX JOJDKHOCTHBIMH JINIIAMH

25. Cpok 3aceKkpedrBaHUs CBEACHHH, COCTABIIONINX FOCYIapCTBEHHYIO TalfHy, HE JJOJKEH MPEBBIIATh ... JIeT.
30
25
15
10
50

26. [lepeunn cBelleHUH, MOATIEKAIINX 3aCEKPEUNBAHHIO, IOAJIEXKAT IIEPECMOTPY HE PEeKe, YEM pa3 B ... JIET
5

7

10

15

30

27. Uupopmanus 310 —

cBenieHus, nocrynarpmue or CMU

TOJBKO TOKyMEHTHPOBAHHBIC CBEICHUS O JINIAX, IPEeIMETax, (haKTax, COOBITHAX

CBEJICHUS O JIUIax, MpeaMeTax, paKTax, COOBITHSIX, SBICHUAX U MPOLIeCcCax HE3aBUCUMO OT (POPMBI UX MPEICTABICHUS
TOJIBKO CBECHUS, COJIEpKALIIECs B 2JEKTPOHHBIX 0a3ax TaHHbBIX

28. CteneHN CeKpEeTHOCTH HH(POPMAIUN
0c000i1 BaXKHOCTH

COBEPILECHHO CEKPETHO

CEKPETHO

JUTS CITYyKeOHOTO TOTb30BaHUs

HE CEKPETHO

IIpumepHbIil nepedyeHb BONPOCOB K 3aUeTy:

1. Knaccudukanust yrpo3 nH(GOpManuoHHON 6€3011aCHOCTH aBTOMAaTH3MPOBAHHBIX CUCTEM I10 0A30BBIM IPH3HAKAM.

2. Yrpo3a HapymeHns KoH(GUICHIHATBHOCTH. OCOOCHHOCTH W IPHMEPHI Peali3aniil yTPo3bl.

3. Yrpo3a HapymeHus IeT0CTHOCTU AaHHBIX. OCOOCHHOCTH M IMPHMEPHI PeaTn3aliil yTPO3bl.

4. VYrpo3sa otkasza ciayx6 (yrposa orkasza B goctyne). OCOOCHHOCTH M HPUMEPHI Pealu3aliiy yrpo3bl.

5. INonsTne monauTHkH Oe30macHOCTH MH(OPMAIIMOHHBIX cHcTeM. HazHaueHHe NONMUTHKN 0€30MacHOCTH.

6. OCHOBHBIE THITBI MOJTUTHKK O€30MaCHOCTH JOCTYNA K AaHHBIM. [IMCKPEI[OHHBIC M MAaHAATHBIC TTOJIHTHUKH.

7. 3akoHOJATENbHBIN ypoBeHb obecneueHust nHpopManuoHHoi OezomacHocTH. OCHOBHBIE 3aKOHOJATENbHbIE aKThl PO B
001aCTH 32U THI HHPOPMAITUH.

8. OyHKINK W HAa3HAYCHHE CTAHIapTOB MH(POPMAIMOHHOHN Oe3omacHOCTH. [IpiuMephl cTaHIapToB, UX POIb IPH
MPOEKTHPOBAHUU U pa3paboTke HH(OPMAIIMOHHBIX CHCTEM.

9. Kpurepun oneHkn 6€30MacHOCTH KOMITBIOTEPHBIX cucteM («OpankeBas kHura»). CTpyktypa TpeOoBaHUI
6e3omacHocTH. Kitacchl 3amuIeHHOCTH.

10. Enunsie xputepnu 6e30macHOCTH MHGOPMAIMOHHBIX TexHonorui. [Torarue npoduns 3amutsl. CTpyKTypa mpoduis

3aILMTHI.




1. Enunsie xputepuu 6e30MacHOCTH MHGOPMAIMOHHBIX TexHonoruil. IIpoekT 3amuTsl. TpeGoBanus Ge3omacHOCTH
(pynxumonansHble TpeOOBaHUS U TPeOOBaHUS a/ICKBATHOCTH).

12. Vnentndukarys nonb30BaTeeH.

13. AyTeHTH(UKALUS TOIB30BaTENCH.

14. ABTOpH3aIHSL.

15. CpencrBa WACHTU(HUKAMHE ¥ ayTCHTU(QHKAIIK [TOJIh30BaTEIICH.

16. 3ammura ot HCJ.

17. Tpebosanusa k CBT.

18. Aynut B nHPOPMANMOHHBIX cucTeMax. DYHKIMU ¥ Ha3HAYCHHE ayAWTa, €ro Poiib B 00ecreYeHu:n HH(OPMAaIHOHHON
0e30MacHOCTH.

19. OCHOBHBIC HOPMAaTHBHBIE PYKOBOJSIINE JOKYMEHTHI, KAaCAIOIIHECs TOCYIapCTBEHHOW TallHbI, HOPMATHBHO-CIIPAaBOYHEBIE
JIOKYMEHTBI.

20. 3amura nepcoHaIbHBIX JIaHHBIX.

21. 3ammra nadopmarmu B THUC.

22. Konuenmus napopManmoHHoH 6€30MacHOCTH.

23. Pacnipenenennbie MHOOPMAIIOHHBIC CUCTEMBI. Y TaJICHHBIC aTaKd HAa HH(POPMAIMOHHYIO CHCTEMY.

24. Kananer nepegayn JaHHBIX. YTedka HHGOpMAIUK. ATaKH Ha KaHAJbI epeadd TaHHbIX.

25. ®dusnueckue cpeacTsa odecrnedeHus: HHPOPMAIMOHHOW 0€30IacHOCTH.

26. [IporpamMHo-anmapatHble 3alIMTHl HHOOPMAIIMOHHBIX pecypcoB B MHTepHET. MexceTeBble SKpaHbl, X QYHKIHMUA U
Ha3HauYeHMsL.

27. DLP-cucremsi.

3amanus:

BrImoTHUTE KaccupuKaImio 00beKTa HHPOPMATH3AINH.

1. Mano: B opranuzanuu ¢ yactHOH GpopMoil COOCTBEHHOCTH B KaUeCcTBE CPENICTB UACHTU(PHUKALNY BHEAPEHA cucTeMa, paboTaromas
Ha OCHOBE PaclO3HABAHU YEJIOBEKA MO OTIIEYATKy Majblia HiIM ceTdaTKe Ii1aza. VHpopMmanus Ui paclio3HaBaHUS XpaHUTCS Ha
cepBepe, padboTaromieM Ha miardopme ¢ ceprudupopannoir ®CTOK OC Astra Linux Special Edition. Bee cuctemuoe u
HPUKJIAJAHOE IPOTPAMMHOE 00ECIIeUeHHE BEIIIOTHEHO B 3aIUIIIEHHOM HCIOIHEHUHU U IIPOBEPEHO Ha OTCYTCTBHE
HE/IEKJIapUPOBAHHBIX BO3MOKHOCTEH.

B 0a3e nanubIX coTpynHukoB oopabateiBactcst MeHee 10000 cyowekToB I1J]H. BemmonanTs knaccudukaruio MCII/IH coTpynHUKOB
OpraHM3aINH{, XpaHAIIEHCS Ha CepBepe U UCTIONIB3yeMOH TSI MPOBEPKH MX JIMIHOCTH.

2. Jlano: B yacTHO# MONUKIMHUKE 00paboTKa MEPCOHANBHBIX TaHHBIX ManueHToB. O0padateiBacTes Menee 20000 3amuceit o
cyonekrax [11H. BemomauTs knaccudukanmio MCII/IH marueHToB MOIUKIMHUKH IPH YCIOBHH, 9TO akTyansHs! H/IB B
HPUKJIQTHOM IIPOTPAMMHOM O0eCHeueHu . B cucTeMHOM IporpaMMHOM 00ECIICUCHUH YIPO3bl HE aKTyallbHBL.

3. Jlano: B paiioHHOI1 yipaBe BeIeTCs aBTOMAaTH3UPOBaHHAs 00padoTka HHPOpMANWH O TUTAHUPYEMOH 1 IIPOBEICHHON paboTe mo
6maroycTpoiicTBy Tepputopur. ONpenesuTh KIace 3alUIeHHOCTH HH(OPMAIIMOHHON CHCTEMBI ITPH YCIOBHH, YTO HEBO3MOXKHOCTD
paboThI ¢ Hel PUBEAET K YBEIMUYSHHUIO BPEMEHH MOy4eHUs] U 00pabOTKH HH(GOpMALUU, CHU3UT dPPEKTUBHOCTH pabOThI
COOTBETCTBYIOILETO MOJIPa3ICICHHUS.

4. lano: B rocygapcTBeHHOMN OpraHU3aluy Ha OJHOM U3 KOMIIBIOTEPOB BeAeTCS 00paboTKa CeKpPEeTHBIX CBEACHHUIA. 3a
KOMIIBIOTEPOM, KpOMe aJIMUHHCTpaTopa, paboTatoT noib3oBarteny userl u user2. [Ipu sToM oHM 00pabaThIBAIOT OAHY U TY XKe
nH(pOpMaIIIo, IMEIOT OJMHAKOBBIN TOCTYII K (afimam apyr npyra. OnperenuTs K1ace aBTOMAaTH3HPOBAHHOM CHCTEMBI.

5. lano: B 6ubnuoreke Begetcs yueT nmocerureneit Ha cepsepe ¢ ceprudunupoanHoil PCTIK OC Astra Linux Special Edition.
Janst peructpanyu B 6nbnnoTeke ykaspiBatoTes nacnoprtasie gaHasle — @HO, anpec, HoMmep TenedoHa, yHUTHIBACTCS BBIOOP
nznannii. O6pabdarteiBaetes Meree 30000 3ammceit o cyobekrax [1/]H. BemonmanTs kimaccuukanuro NCITIH npu ycioBuH, 9To
H/IB B cucTeMHOM U IIPUKIATHOM IPOrPAMMHOM O0ECIICUCHUH HE aKTYaJIbHBL.

6. Jlano: B rocynapcTBEHHOM OpraHU3aIiK MPOBOISTCS UCCICIOBAHUS B 00JACTH MOBBIIICHUS () HEKTHBHOCTH U3TOTOBIICHUS U
MIPOYHOCTH CTPOHTENLHBIX MaTepHaloB. MaTepHalbl MCCIIeTOBaHNH 3acekpeueHbl. Ha KoMITbloTepe, Ilie XpaHUTCs CeKpeTHAs
uH(pOpMaLKsI ¢ UTOraMH UCCIICOBaHMUS, PadOTAIOT ABa MOJIb30BaTesst. OHU MMPOBOMASAT OMBITHI C PA3HBIMH CTPOUTEILHBIMU
MaTepuajaMi U He IMEIOT JOCTYII K (aiiam apyr apyra. Onpenennre KiIacc aBTOMAaTH3HPOBAHHON CHCTEMBI.

7. Jano: B 3emensHOM (pOHIIE aBTOMATH3UPOBAHHASI CHCTEMA BEJET YIeT YyJaCTKOB, HAXOSIIHXCSA B TOCYNapCTBEHHOH U
MYHHUIUIANBHOM COOCTBEHHOCTH B MacIITabaX OJHOTO PeruoHa.

O0paboTKa IepCOHANBHBIX TaHHBIX B MH()OPMAIIMOHHOW CHCTEME HE BEIeTCS.

Hapymenne noctoBepHOCTH 00padbaThiBaeMoii HHGOPMALUH MOXKET ITOBJIEYh YMEPEHHBIC HETATUBHBIE IIOCIEICTBHUS IS SKOHOMUKH
peruoHa.

8. [laro: B wacTHOI TOProBoii OpraHM3aniy BEAETCSA YUeT IMOKyIaTeNei ¢ Iebio IPeOCTaBICHIS UM OOHYCHBIX CKHIOK IIPH
HOCJIe Aol MOKyKe ToBapoB. B nHpopMannoHHoil ciucTeMe Benercs yueT paMuiIny, IMEHH, 0TIeCTBa, HoMepa TesieoHa U
HOMepa BOJUTEIBCKOTO YI0CTOBEPEHHUS KIMEHTA.

B 0aze maHHBIX KIMEHTOB OpPTraHU3aIlMH HA MOMEHT KJIACCH(HKAIINH yKa3aHO MeHee 3 ThICSTY YeoBeK. [loTeHmanbHbIi pocT 0a3sl
KIIMEHTOB — He Ooiee 50 ThICSY.

O6pabotka Beaercst Ha APM, e ycTaHOBJIEHO JIMLEH3UOHHOE IPOrpaMMHOE obecrieueHHe.




BrInoaHuTh Ki1acCU(DUKAITUIO TP YCIOBUH, YTO:
1) HAB B npuknagHoM u cucreMHom [1O He akTyallbHBI.

5.2. TeMbl NUCbMEHHBIX PadoT

1. Knaccudukanus yrpo3 nHGOpMaLMOHHON 6€30MacHOCTH
aBTOMATH3MPOBAHHBIX CHCTEM IO Ga30BBIM MPU3HAKAM.

2. Yrpo3a HapyleHuss KOHPHIeHIHATbHOCTH. OCOOCHHOCTH H

IpUMEPHI pean3aui yrpo3bl.

3. Yrpo3za HapymeHus HeJIOCTHOCTH JaHHBIX. OCOOEHHOCTH U IPUMEPHI
peanu3anyu yrpossl.

4. Yrpo3za otkasa ciryx0 (yrpo3a oTkasza B goctyme). OcoOeHHOCTH U
IpUMEPHI pealn3aluu yrpo3bl.

5. Yrpo3a packpbITus mapaMeTpoB cUcTeMbl. OCOOEHHOCTH U IPUMEPHI
peanu3aryn yrpossl.

6. ITorsATHE TOMUTHUKY OE30IIACHOCTH HH(POPMAIMOHHBIX CHCTEM.
Ha3znauenue nonuTuky 0€30MaCHOCTH.

7. OCHOBHBIE TUIIBI IOJINTHKH O€30IIaCHOCTU JOCTYTIA K JaHHBIM.
JIMCKpeIoOHHbBIE M MAHAATHBIC TIOJTUTHKH.

8. 3axoHO#ATEeTBHBIN YPOBEHb 0OeCIeUeHUs] HH(POPMALMOHHOM
6e3onmacHocTH. OCHOBHBIE 3aKOHOIaTeNbHBIC aKThl PO B 00sacTy 3a1uThI
uHpopMaIH.

9. dyHKIMY ¥ HA3HAUCHUE CTAHAAPTOB HH(OPMAI[MOHHON
6e3omacHocty. IIpuMepsl CTaHIapTOB, UX POIb MPHU MPOEKTUPOBAHUU U
pazpaboTke HHYOPMALMOHHBIX CHCTEM.

10. Kputepun onieHKH 0€301MacHOCTH KOMITBIOTEPHBIX CHCTEM
(«OpamxeBas kHuray). CTpykTypa TpeboBaHmii O6e3omacHocTH. Kiaccst
3aIIUIIEHHOCTH.

11. Enueble kxpuTepnH 0€30I1acHOCTH HH(POPMAIMOHHBIX TEXHOJIOTHIA.
Ionstre mpoduins 3amuTel. CTPyKTypa IpOoGIIIsL 3aIINTHL.

12. EnuiHble KpuTepuu 6€30I1aCHOCTH HH(POPMAIIMOHHBIX TEXHOJIOTHIA.
ITpoekT 3anuTel. TpeboBanus 6e30macHOCTH (QYHKIIMOHATLHBIC TPEOOBAHUS H
TpeOOBaHUS aJIeKBATHOCTH).

13. AIMHHUCTPaTUBHBII yPOBEHB 3aLIUTH HHGOPMAIUHU. 3a1a4dn
pa3IUYHBIX YPOBHEH YNPaBIECHUs B PEIICHUH 3aa4l 00eCIeUeHUs
nH(pOPMATMOHHOH 0€30MaCHOCTH.

14. TIpouenypHsbIii ypoBeHb 0OecTiedeHns: 6e30MacHOCTH. ABTOpHU3aLUs
MOJIb30BaTeNei B MH(OPMAIIMOHHOMN CUCTEME.

15. Unentudukanus u ayreHTHGUKALNS IPU BXOJE B HHPOPMALINOHHYIO
cucreMy. Vcrions30BaHne MapoIbHEIX cxeM. HerocTaTKy maponbHBIX CXEM.
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16. Unentudukanus u ayrenTudukanus nonszosarene. [lpumenenne
MpOrpaMMHO-aIapaTHBIX CPEICTB ayTeHTH(HUKAINH (CMapT-KapThl, TOKCHBI).
17. Ayrentudukamms cyObeKTOB B pacIpee/ICHHBIX CHCTEMAX,
npobuiemsl u pemienusi. Cxema Kerberos.

18. Aynut B HHGOPMAIIMOHHBIX cHcTeMax. DYHKIIMY ¥ Ha3HAYCHHE
ay/nTa, ero pojb B obecriedeHny HHQOPMAITMOHHON O€30MTaCHOCTH.

19. OcHOBHBIC HOPMATHBHBIE PYKOBOISIIIE JOKYMEHTHI, KACAIOIIHECs
roCy/lapCTBEHHOW TalfHbI, HOPMATUBHO-CIIPABOYHBIE JOKYMEHTBHI.

20. Mecto nHGOPMATMOHHON 6€30MTaCHOCTH YKOHOMHYECKIX CHCTEM B
HAIIMOHATBLHOH Oe30macHOCTH cTpanbl. KoHnenws nHPOpMauoHHON
6e30MacHOCTH.

21. IToHsATHe aTaku HA CHCTEMY UHPOPMAITHOHHON 0€30MacHOCTH.
OCoOEHHOCTH JIOKAJTBHBIX aTaK.

22. PacnipeienenHble HHOOPMAIIMOHHBIE CUCTEMBI. Y JaJIeHHbIE aTaKu Ha
UH(OPMALMOHHYIO CHCTEMY.

23. Kanaisl epeiad JaHHBIX. Y Teuka HHopMarun. ATakyu Ha KaHAJIBI
nepeady JaHHBIX.

24. ®duznueckue cpencTBa odecrnedeHns: MHPpOpMaMOHHOM
Oe3omacHOCTH.

25. Bupycsl 1 MeToabl 00pBObI ¢ HUMH. AHTHBUPYCHBIE IIPOTPAMMEI 1
MaKeTHI.

26. [IporpaMMHO-anmapaTHbIe 3aIUTHl HHGOPMALMOHHBIX PECYPCOB B




Hutepuet. MexceTeBble 3KpaHbl, UX (YHKIUU U HA3HAYCHUS.

5.3. ®oHA OLEHOYHBIX CPEACTB

OreHOYHBIE CPECTBA IS IPOBEICHNS TPOMEKYTOYHON U TeKyIIeH aTTecTaiui 00yJalouXcsl MPIIIaraloTces K padodeit
nporpammMe. OIeHOYHBIE B METOUYECKUE MaTepHalIbl XpaHITCs Ha Kadenpe, oOecrednBaroniell mpenojapaHue JaHHOH
JUCHUIIIMHBI (MOIYs), @ TAKXKE pa3MELIEeHBI B JIEKTPOHHON 00pa30BaTeNIbHON cpefie aKkaJJleMUH B COCTABE COOTBETCTBYIOILETO
kypca URL: http://eios.imsit.ru

5.4. IlepeyeHb BH/I0B OLICHOYHBIX CPEICTB

3amannus co cBoOOHO KOHCTpyHpyeMbIM oTBeToM (CKO) mpearonaraer cocTaBieHIE pa3BEpPHYTOr0 OTBETA Ha TEOPETHUECKUH

BOIIpOC. 3aiaHue ¢ BRIOOPOM ofHOTO BapuaHTa oTBeTa (OB, B 3amaHNM TaHHOTO THIA IpPEIaraeTcss HeCKOIbKO BapUaHTOB OTBETA,
Cpely KOTOPBIX O/IMH BEPHBII. 3aiaHust co cBOOOJHO KoHCTpyHpyeMbIM oTBeToM (CKO) nmpenmnonaraeT coctaBieHue pa3BepHyTOro
OTBETa, BKIIOYAIOIIETO MTOJTHOE PEIICHUE 3a/1adl C HOSICHEHUSMH.

6. YHAEBHO-METOJUYECKOE U TH®OPMAIIMOHHOE OBECIIEYEHUE JUCHUIIJIMHBI (MOZY JISA)

6.1. Pexomenyemasi iuTepaTypa

6.1.1. OcHoBHas JIMTEpATYpa

ABTOpLI, COCTaBUTCIIN

3arnaBue

WsnarenscTBO, O

JI1.1 |llanbrun B. @. HudopmannonHas 6€30macHOCTb Mocksa: ®opym, 2021, URL:
KOMITBIOTEPHBIX CHCTEM U CETCH https://ibooks.ru/reading.php?
short=1&productid=361273
JI1.2 |Mengsenes B. A. WNudopmanmonnas 6e3omacHOCTh. BBenenue B Mocksa: KnoPyc, 2021, URL:
cnenuanbHocTh + ellpunoxenue: TecTsr: https://book.ru/book/936335
YaeOHHuK
JI1.3 |babam A. B., HNudopmanmonHas 6€30MacHOCTb. Mocksa: KunoPyc, 2021, URL:
Bapanosa E. K., JlaGopaTopHsIi mpakTHKyM + ellpunoxeHue: https://book.ru/book/936566
Menpnuxkos 0. H. Y4eGHoe mocobue
JI1.4 | MenbaukoB B. I1., mon | MHpopManmoHnHas 6€30MacHOCTh: YUeOHUK Mocksa: KnoPyc, 2021, URL:
pen., Kympusiaos A. https://book.ru/book/939292
n.
JI1.5 | MenbaukoB B. I1., mon | MHpOpManmonHas 6€30MacHOCTh: Y UeOHUK Mocksa: KnoPyc, 2020, URL:
pen., Kympusiaos A. https://book.ru/book/932059
n.
JI1.6 | MenwsHukos B. I1., HNudopmanmonHas 6€30MacHOCTb: YUeOHUK Mocksa: KnoPyc, 2020, URL:
Kymnpusaos A. ., https://book.ru/book/932908
Bacunbesa T. 1O.
JI1.7 | MenwsHukos B. I1., HudpopmannonHas 6€30macHOCTb: YUeOHUK Mocksa: KnoPyc, 2022, URL:
Kymnpusaos A. ., https://book.ru/book/941809
Bacunbesa T. 1O.
JI1.8 | O3epckwmii C.B., HudopmannonHas 6e30macHOCTh: YueOHoe Camapa: Camapckuii FOpUINYECKII HHCTUTYT
TTomos U.B. rocooue ®OCHUH Poccun, 2019, URL:
http://znanium.com/catalog/document?
1d=358668
JI1.9 | Knumenko U.C. NupopmannonHast 6€30MacHOCTh U 3aIUTa Mockga: OOO "Hay4yHo-u31aTeabCKUi IEHTP
WHGOPMALIMU: MOJICITH U METOIbI YIIPaBJICHHSI: NH®PA-M", 2021, URL:
Momnorpadnus http://znanium.com/catalog/document?
1d=360289
JI1.10 |Ilanerun B.®. WNudopmanmonHas 6€30macHOCTb Mocksa: U3narensckuii Jom "OOPYM", 2021,
KOMITBIOTEPHBIX CHCTEM U CceTei: YueOHoe URL: http://znanium.com/catalog/document?
nocobne 1d=364622
JI1.11 |Bapanosa E.K., babam |udopmarnmonHas 6e30MacHOCTh U 3aIIiTa Mockga: Uznatensckuit Lientp PUO(], 2021,
AB. uHopmanun: YueOHoe nmocodue URL: http://znanium.com/catalog/document?
1d=364911
JI1.12 | Cprues FO.H. 3amuta nHGopMaIu U HHYOPMAIIHOHHAS Mocksa: OOO "Hay4yHo-u3naTensCKuid HEHTP

0e30IacHOCTh: YueOHoe mocoodre

NH®PA-M", 2021, URL:
http://znanium.com/catalog/document?
1d=366835




ABTOpBI, COCTABUTETH

3arnaBue

W3naTenbcTBO, rox

JI1.13 | Cerues FO.H. 3amuTa HHbOpPMAIUU U HHOOPMAIIOHHAS Mocksa: OOO "Hay4Ho-u31aTeNbCKUil HEHTP
0e30macHOCTh: YueOHoe mocodue HUH®PA-M", 2022, URL:
http://znanium.com/catalog/document?
1d=388766
6.1.2. Jlono/HUTE/ILHAS JINTEPATYpa
ABTOpBI, COCTaBUTEIH 3arnaBue W3natenscTBo, ron
JI2.1 | Ko3pmunsix C. H. Hudopmanmonnas 6e30macHOCTh HHMHAHCOBO- Mocksa: KnoPyc, 2021, URL:
KpPEIUTHBIX OpraHu3anuii B ycaoBusx uudposoit | https://book.ru/book/941548
TpaHchopmaly S3KOHOMUKH: MoHoTpadust
JI2.2 | babam A. B., HNudopmanmonnas 6e30macHOCTb. [IpakTHKYM Mocksa: KnoPyc, 2016, URL:
Bapanora E. K., (+CD) (mns 6akanaBpoB): YdueOHOe mocooue https://book.ru/book/918700
Mensnuxkos 1O. H.
JI2.3 | babam A. B., HudopmannonHas 6€30MacHOCTb. Mocksa: KnoPyc, 2018, URL:
Bapanora E. K., JlabopatopHbIii mpakTHKyM (JI71s1 6aKaiaBpoB)+ https://book.ru/book/926191
Mensauxkos 1O. H. DIeKTpOHHBIC MIPUIIOKEHNUS Ha caifte
www.book.ru: YueOHoe mocobue
JI12.4 | Wmetinos B. 4. HudopmannonHas 6€30MacHOCTh U 3aIUTa Mockga: Pycaiinc, 2019, URL:
WHQPOPMAIIUH: CJIOBAPh TCPMUHOB M TTOHATHIA: https://book.ru/book/932909
CrnoBapb
JI2.5 [MensuuxoB B. I1., mox | MadopmarimorHas 6e30MacHOCT: Y4eOHUK Mocxksa: KxoPyc, 2018, URL:
pen., KynpusHos A. https://book.ru/book/924214
.
JI2.6 | Umeiinos B. 4. NudopmanmonHas 6€30mMacHOCTD U 3aIIUTa Mockga: Pycaitnc, 2021, URL:
uH(pOpMaLUK: CIIOBAPh TEPMUHOB U MOHSATHHA: https://book.ru/book/938255
CnoBapb
JI2.7 |Menbuukos B. I1., Wudopmanmonnas 6e30macHOCTh: YUeOHHUK Mocksa: KnoPyc, 2018, URL:
Kympussaos A. 1., https://book.ru/book/929884
Bacunbesa T. 1O.
JI2.8 | Wmetinos B. . HNudopmannonHas 6€30MacHOCTh U 3aIIUTa Mockaa: Pycaiinc, 2018, URL:
nH(pOpMALUH: CIIOBaPh TEPMUHOB U ITOHATHIA: https://book.ru/book/931784
CrnoBapb
JI2.9 | Menbuukos B. I1., WNudopmanmonnas 6€30macHOCTb: YUeOHUK Mocksa: Pycaitnc, 2016, URL:
Kynpusiaos A. U., https://book.ru/book/920736
Bacunsesa T. 1O.
JI2.10 | bauusr [1.H., ba6aru WNudopmannonHas 6€30macHOCTb U 3aIUTa Mocksa: U3narensckuit Hentp PUO, 2013,
A.B. uHpOpMAIUH: YUeOHUK URL: http://znanium.com/catalog/document?
1d=213488
JI2.11 |Kosanes 1.B., HNudopmanmonHas 6€30macHOCTh: YaeOHoe PocroB-Ha-Jlony: M3matenpctBo KOxHOTO
Bornanosa E.A. nocobue ¢enepansrOro yHUBepcureTa (F0DY), 2016,
URL: http://znanium.com/catalog/document?
1d=330789
JI2.12 |T'nmunckas E.B., Nudopmanmonnas 6e30macHOCTh KOHCTPYKIIHH Mocksa: OOO "Hay4yHo-u31aTenbCKUN LEHTP
Uuusapun H.B. OBM u cuctem: YuebHOe mocobue NH®PA-M", 2021, URL:
https://znanium.com/catalog/document?
1d=362430
JI2.13 |ITandwunosa O.A., Wudopmanmonnas 6e30MacHOCTD U 3aIIUTa Bomorna: denepansHOe Ka3eHHOE
Kproxosa /1.1O. nHpopManun: YuebHOe mocodue 00pa3zoBaTeIbHOE YIPEXKICHUE BBICIIETO
obpaszoBanus «Boaorofckuii MHCTUTYT NpaBa u
SKOHOMHKH DeniepatbHON CITyKObI
WCTIOTHEHUS Haka3aHuit», 2018, URL:
http://znanium.com/catalog/document?
1d=370184
JI2.14 | Bapanosa E.K., babam |udopmarnuonHas 6e3omnacHocTs. Mctopus Mocksa: Uznarensckuit Lientp PO, 2022,
A.B., Jlapun [I.A. CHEIHAaTBHBIX METOJIOB KPUITOTpadhuIeCKOM URL: https://znanium.com/catalog/document?
JeITeNIbHOCTH: YueOHoe mocodue 1d=388319
6.2. DneKTpoHHbIE yueOHbIe U3AAHUS H YT1eKTPOHHbIe 00pa3oBaTelbHbIe pecypehl
91 | Coser besonacuoctu Poccuiickoii @enepanuu . - Pexxum noctyna: http://www.scrf.gov.ru/
32 | denpepanbHas CIyx0a IO TEXHHYECKOMY M SKCIIOPTHOMY KOHTPOIIIO . - Pexknm moctyma: https://fstec.ru/




33

Hndopmannonno-npasosoii noprax TAPAHT.PY . - Pexxum gocrtyma: https://www.garant.ru/

34 | DnexTpoHHBIH (HOHI HOPMATHBHO-TEXHUYECKOI U HOpMAaTHBHO-IIpaBoBoi nHpopmarmu Korcopruyma «Komekey . -
Pexxum mocryma: https://docs.cntd.ru/
25 | Hanwonameubiét OTkpbIThI YHEBepcuTeT "MHTYUT". - Pexxum goctyna: https://intuit.ru/
26 | Dnektponnsie pecypcsl Akagemun UMCHUT. - Pexxum noctyma: http://eios.imsit.ru/
37 | DnexTpoHHas OuONMOTEYHAs cucTeMa Znanium. - Pexxum mocrtyma: http://znanium.com
38 | DnextponHas OubnmoteyHas cucrema Ibooks. - Pexxum nocrtyna: http://www.ibooks.ru/
39 | DnextponHas oubnnorteuHas cucrema BOOK.ru. - Pexxum mocryna: http://www.book.ru
6.3.1. JIulleH3MOHHOE ¥ CBOOO/IHO pacnpocTpaHsieMoe NPorpaMMHoe o0ecneyeHne, B TOM YHcjie 0Te4eCTBEHHOTro
NpPOU3BOJCTBA
6.3.1.1 | Windows 10 Pro RUS Omnepanunnas cucrema — Windows 10 Pro RUS Tloamucka Microsoft Imagine Premium — Order
Nel143659 ot 12.07.2021
6.3.1.2 | 7-Zip Apxusatop 7-Zip Ilporpammuoe obecrneuenue o gurensun GNU GPL
6.3.1.3 | Google Chrome Bpayzep Google Chrome IIporpammuoe obecnedenue no nunensun GNU GPL
6.3.1.4 | Mozilla Firefox Bpayzep Mozilla Firefox ITporpammuoe obecnieuenue mo iauuenzun GNU GPL
6.3.1.5 | LibreOffice Oc¢ucnsrit naker LibreOffice Ilporpammuoe obecnieuenue no munensuu GNU GPL
6.3.1.6 | Notepad++. TekroBslit pegaxrop Notepad++. ITporpammuoe obecnieuenne no muien3uu GNU GPL
6.3.1.7 | Kaspersky Endpoint Security AntuBupycnoe I10 Kaspersky Endpoint Security mns 6uszneca Crangaptasrii (350mrT).
Horosop Ne ITP-00035750 ot 13 nexa6pst 2022r. (OOO Ilpuma AiiTn)
6.3.1.8 | Oracle VM VirtualBox VM VirtualBox — nmporpaMMHBIH POIYKT BUPTYATHU3AIUH IS OTIEPATUOHHBIX CUCTEM
[Iporpammuoe obecniedenue no aumnensnn GNU GPL
6.3.1.9 | Adobe Reader DC Adobe Acrobat — makeT nporpamm, peAHa3HAYESHHBIH IS CO3aHNS U IIPOCMOTPA 3IEKTPOHHBIX
myonukarumit B popmare PDF Adobe Acrobat Reader DC and Runtime Software distribution license agreement for use on
personal computers ot 31.01.2017
6.3.1.1 | MS Office Standart 2010 OducHsrii maket Microsoft Office Microsoft Open License 48587685 ot 02.06.2011
6.3.1.1 | MS Visio Pro 2010 HNuterpupoBanHas cpeana pazpabotku Microsoft Visio npodeccuonanbhsiii 2010 TToamucka
1 Microsoft Imagine Premium — Order Ne143659 ot 12.07.2021
6.3.1.1 | Windows 7 Pro Omeparmonnas cucrema Microsoft Windows 7 Professional Microsoft Open License 48587685 ot
2 02.06.2011
6.3.1.1 | Koncons Kaspersky Security Center Koncons anmunnctpupoBanus Kaspersky Security Center J{orosop Ne ITP-
3 00035750 ot 13 nexadps 2022r. (OO0 Ilpuma AiiTwu)
6.3.1.1 | Kaspersky Endpoint Security 11 Kaspersky Endpoint Security 11 qms Windows Jlorosop Ne ITP-00035750 ot 13 nexabps
4 2022r. (OO0 IIpuma AiiTu)
6.3.1.1 | Microsoft Windows 10 PRO x64 DSP OEM Onmepannonnast cucrema Microsoft Windows 10 PRO Cuer Ne93 ot
5 21.05.2019, Akt nepenaun npas Ne31 ot 05.06.2019.
6.3.2. Ilepeyens npogeccCHOHATBLHBIX 623 JAHHBIX H HHPOPMAIIMOHHBIX CIPABOYHBIX CHCTEM
6.3.2.1 | Koncynprant [Lmtoc http://www.consultant.ru
6.3.2.2 | Global CIO O¢unnansusiii nopran UT-gupextopos http://www.globalcio.ru
6.3.2.3 | ARIS BPM Community https://www.ariscommunity.com
6.3.2.4 | ICO MexyHapoaHast OpraHu3aIys o cTagaaptusanuu https://www.iso.org/ru/home.html
6.3.2.5 | POCCTAHJAPT denepanbHoe areHTCTBO 110 TEXHUYECKOMY PETYINPOBAHHUIO U METPOJIOTUU
https://www.gost.ru/portal/gost/
6.3.2.6 | Konmekc — IIpodeccronansHble cripaBovHbIe cCUCTeMBI  https://kodeks.ru
7. MTO (0o6opynoBaHue U TeXHHYECKHE CPeICTBA 00ydeHUsI)
Ayn HaunmenoBanue I10 OcuHarenmue
113 [Homemenue nns Windows 10 Pro RUS 20 mocaIouHBIX MECT, pabouee MECTO IpEeroaaBaTels
MPOBEICHUS 7-Zip 20 xommeiotepoB P55-UD3/INTEL-i5-750/DDR3-1333-
3aHATHI Google Chrome 8I'6/SSD Flexis 120Gb /WD3200AAKS/Radeon HD-
JIEKITMOHHOTO Mozilla Firefox 4600/DWL-G520 Wireles
TUIA, LibreOffice 20 monutopoB Acer VI193W-19”
CEMUHAPCKOTo LibreCAD 2() KOMIUIEKTOB KJIaBUATYypa+MBbIIIIb
THIIA, KypCOBBIX Inkscape 1 kommyraTop Heynpasisiemblii DES-1024D
pabort (xypcoBbix | Notepad++. 1 6ecnipoBozHas Touka goctyna DWL-3200AP
MPOEKTOR), 1C:IIpennpustue 8. Komruiekr 3 KommekT obopynosanust Arduino
IPYNIOBBIX U Adobe Photoshop CS3 5 yae6nbIx komrurekToB SDK 1.1s
namuBHayatbHEIX | Kaspersky Endpoint Security 1 M®Y HP L] M1212nf MFP
KOHCYJIbTAIUH, MS Access 2016 12 Uucrpyment ainst coopku IIK (otBepTka ph-1, muiockoryOrst
TEKYILIEro MS Project Pro 2016 150 mm, TepmonacTta 2rp., AHTHCTATHYECKHNA OpacieT, CTSHKKH
KOHTPOJIS U MS SQL Server 2019 150 Mm)




IIPOMEKYTOUHOM
aTTecTaluy,
CaMOCTOSTENIbHOMN
paboTHL.

MS SQL Server Management
Studio 18.8

MS Visio Pro 2016

MS Visual Studio Pro 2019
Anaconda3

Blender

Gimp

Maxima

Oracle VM VirtualBox
Oracle Database 11g Express
Edition

Intelli] IDEA

JetBrains PhpStorm
JetBrains WebStorm
Autodesk 3ds Max 2020
Autodesk AutoCAD 2020
Adobe Reader DC
Diptrace

Autodesk EAGLE

Ramus Educational
Micro-Cap Evaluation

114a [Homemenue nns Windows 10 Pro RUS 16 mocamoYHBIX MecT, pabouee MECTO MPeroaBaTems
IIPOBENCHUS 7-Zip 16 xomnerotepoB GA-870A-USB3/AMD-Phenom(tm)-11-X4-
3aHATHHA Google Chrome 945/ DDR3-1333-416/SSD Flexis
JIEKITHOHHOTO Mozilla Firefox 120Gb/WD5000AAKX/Radeon HD-5800/Realtek PCle GBE
THUIA, LibreOffice 16 monutopoB AOC e2243Fw 21,5”
CEMHHAPCKOTo LibreCAD 16 KOMILIEKTOB KJIaBUATypa+MbIIlb
THIA, KYPCOBBIX Inkscape 1 Kommytatop LincSys SR224G
pabot (kypcoBeix | Notepad++. 1 IpoexTop ViewSonic PJD5232
MIPOEKTOB), 1C:IIpeanpusitue 8. Kommaekt 1 IIpoekimonHbIH 5kpan Luma
TPYIIOBBIX H Kaspersky Endpoint Security 1 UnTepaktuBHas nocka WR-84A10 ¢ mpoekropom ViewSonic
uHAUBUAYaNbHEIX | MS Access 2016 PS501X
KOHCYJbTaLUH, MS Project Pro 2016 1 ka¢ TeneKOMMYHHKAIIMOHHBIN
TEKYILEero MS SQL Server 2019 1 UBIT SMART UPS 2000
KOHTPOJISI U MS SQL Server Management 3 Kommyratop Cisco Catalist 2960
MPOMEXYTOUHOH Studio 18.8 1 Konnentparop AlterPath 16 port
aTTeCTalluH, MS Visio Pro 2016 4 Mapupytuzarop Cisco-2800
camocTosaTenbHoit | MS Visual Studio Pro 2019 2 Mapmipytuzarop Cisco-2811
paboTHI. Anaconda3 6 Moxyims 2-port
Blender 2 Ilanenb KOMMyTallMOHHAS
Gimp 12 IInyp V.35 Cable
Maxima Buras napa, Konnexrop RJ-45
Oracle VM VirtualBox 2 UnctpymenT aus 3auncTtku kabems UTP
Oracle Database 11g Express 1 IIpoTsoxka kabenbHas, d=3,5 MM 10 M
Edition 1 Tecrep MET'EOH 40060/11IT.
IntelliJ IDEA 5 NHCTpYMEHT A7t 00’KUMa BUTOH TTaphl
JetBrains PhpStorm 5 Tectep xabenbHBIIH
JetBrains WebStorm 3 UHCcTpyMeHT 11 3a7ienky kabens BuTas napa tun Krone ¢
Autodesk 3ds Max 2020 KpIOYKaMH
Autodesk AutoCAD 2020 3 P renedon GrandStream GXP1610
Adobe Reader DC 2 Kommiekr ans montaxa CKC (nmatu-nanens 1U kat.5e UTP
Arduino Software (IDE) 24 nopta-1 mT., KHCTPYMEHT 00KUMHOM st RJ-45 1 .,
NetBeans IDE HHCTPYMEHT IS 3a4UCTKH Kabes 1 mT., HHCTPYMEHT IJIs
ZEAL pa3zenku KOHTakToB - 1 mT., LAN Tecrep 1 mr.)
Klite Mega Codec Pack 2 Poyrep Wi-Fi poyrep Keenetic
MS Office Standart 2010 1 Cepeep GA-870A-USB3/AMD-Phenom(tm)-11-X4-945/
Ramus Educational DDR3-1333-41'6/SSD Flexis 120Gb/WD5000A AKX/Radeon
Micro-Cap Evaluation HD-5800/Realtek PCle GBE
115 ITomerenue g Windows 10 Pro RUS 20 mocaiouHBIX MeCT, pabouee MECTO IpenoaaBaTesis

IIPOBEIECHUS
3aHATUH
JIEKIIUOHHOTO
TUIA,
CEeMHUHaPCKOTO
TUTA, KyPCOBBIX
pabot (KypcoBbIX
MIPOEKTOB),

7-Zip

Google Chrome

Mozilla Firefox

LibreOffice

LibreCAD

Inkscape

Notepad++.

1C:IIpennpusitue 8. Komruiekr

20 xommnbrotepoB GA-870A-USB3/AMD-Phenom(tm)-11-X4-
945/DDR3-1333-4I'6/ SSD Flexis
120Gb/WD5000AAK/Radeon HD-5800/Atheros AR9287
Wireless

19 monutopo AOC €2243Fw 21,5”

1 monuTop Acer V226HQL 21,5”

20 KOMITJIEKTOB KJIaBUATypa+MblIIlb

1 6ecnipoBoHas Touka goctyna TP-Link TL-WAS0IND




TPYIIIOBBIX U
WH/IMBUAYaIbHBIX
KOHCYJbTallH,
TEKYILEro
KOHTPOJIS U
MPOMEKYTOYHOMN
aTTecTaluy,
CaMOCTOSITESIbHOU
paboThI.

Kaspersky Endpoint Security
MS Access 2016

MS Project Pro 2016

MS SQL Server 2019

MS SQL Server Management
Studio 18.8

MS Visio Pro 2016

MS Visual Studio Pro 2019
Anaconda3

Blender

Gimp

Maxima

Oracle VM VirtualBox
StarUML V1

Oracle Database 11g Express
Edition

IntelliJ IDEA

JetBrains PhpStorm
JetBrains WebStorm
Autodesk 3ds Max 2020
Autodesk AutoCAD 2020
Adobe Reader DC

Arduino Software (IDE)
NetBeans IDE

ZEAL

Klite Mega Codec Pack
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ITomemenue gisa
MIPOBEICHUS
3aHATHT
JIEKIIMOHHOTO
TUIA,
CEMUHAPCKOT0
TUTA, KyPCOBBIX
paboT (KypcoBbIX
IIPOEKTOB),
TPYIIIOBEIX U
WHAMBUAYaIbHBIX
KOHCYJIBTALIMM,
TEKYILEro
KOHTpOJIA U
MIPOMEXYTOYHOM
aTTecTaluy,
CaMOCTOSITETIbHOU
paboThL.

Windows 10 Pro RUS

7-Zip

Google Chrome

Mozilla Firefox

LibreOffice

LibreCAD

Inkscape

Notepad++.
1C:Ipennpusitue 8. Komruiekr
Kaspersky Endpoint Security
MS Access 2016

MS Project Pro 2016

MS SQL Server 2019

MS SQL Server Management
Studio 18.8

MS Visio Pro 2016

MS Visual Studio Pro 2019
Anaconda3

Blender

Gimp

Maxima

Oracle VM VirtualBox
StartUML V1

Oracle Database 11g Express
Edition

IntelliJ] IDEA

JetBrains PhpStorm
JetBrains WebStorm
Autodesk 3ds Max 2020
Autodesk AutoCAD 2020
Adobe Reader DC
Embarcadero RAD Studio XE8
Arduino Software (IDE)
NetBeans IDE

ZEAL

ARIS Express

AnyLogic

Klite Mega Codec Pack

MS Office Standart 2007

20 mocaoYHBIX MECT, paboyee MEeCTO MPEHoAaBaTeIs

20 xommerotepoB H1 10M-S2-C/INTEL Pentium G4400/DDR4
-2133-4I'6/TOSHIBA HDWD105/Intel HD-510/Atheros
AR9287 Wireless

20 MOHUTOPOB

20 KOMIIJIEKTOB KJIaBUATypa+MblIlib

1 6ecipoBoaHas Touka goctyna TP-Link TL-WASO0IND
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ITomemmenue misa
MPOBEICHUS

Windows 10 Pro RUS
7-Zip

20 mocaiouHBIX MeCT, pabouee MECTO IpenoaaBaTesis
20 xommeiotepoB A320M-H-CF/AMD Ryzen 5 2600X/DDR4-




3aHATUN Google Chrome 2933 16I'6/SSD XPG GAMMIX S11 Pro 512I'6/NVIDIA
JICKITAOHHOT'O Mozilla Firefox GeForce GTX 1050 Ti/Realtek PCle GbE Family Controller
THUIA, LibreOffice 40 monutopoB Samsung S24R350FHI 23.8"
CEeMHUHAPCKOTO LibreCAD 20 UBIT CyberPower UT650EG
TUNA, KypCOBBIX Inkscape 20 KOMITJIEKTOB KJIaBUATypa+MblIIlb
pa6ot (kypcoBbix | Notepad++. 20 rapuutyp Defenfer G-320
TIPOEKTOB), 1C:Ilpennpustue 8. Kommuaekr 1 neynpasisemsiit kommyTtatop TP-LINK TL-SG1024D
TPYIIOBBIX U Kaspersky Endpoint Security 1 UnrepakTuBHasg nanens EliteBoard LR-75UT40i7
uHAUBUAYaNbHBIX | MS Access 2016
KOHCYJBTAITHH, MS Project Pro 2016
TEKYIIEeTo MS SQL Server 2019
KOHTPOJIS U MS SQL Server Management
MIPOMEKYTOTHOM Studio 18.8
aTTeCTaIuH, MS Visio Pro 2016
camoctosTenbHoit | MS Visual Studio Pro 2019
paboTHI. Anaconda3

Blender

Gimp

Maxima

Oracle VM VirtualBox

StarUML V1

Oracle Database 11g Express

Edition

IntelliJ IDEA

JetBrains PhpStorm

JetBrains WebStorm

Autodesk 3ds Max 2020

Autodesk AutoCAD 2020

Adobe Reader DC

NetBeans IDE

ZEAL

SMath Studio

Klite Mega Codec Pack

208 JlaGoparopus Windows 10 Pro RUS 19 mocamouHbIX MecT, pabodee MECTO MpeIoIaBaTes,

"UutennexryansH | 7-Zip 10 xommetotepoB H97-PLU/INTEL i5-4460/DDR3-1333-
BIE€ CHCTEMBI U Google Chrome 16I'6/SD7SB6S-128G+ST500DMO002/Radeon R7 200/Realtek
texHonorun" (Rese | Mozilla Firefox PCIe GBE
arch Laboratory of | LibreOffice 1 xomnbiotep P5SP41T-LE/INTEL Core2Duo E-6700/DDR2-
Intelligent Systems | LibreCAD 667-2I'6/ WD800JD/GF-9500 GT/ Realtek PCle GBE
and Technologies). |Inkscape 10 monurtopoB Philips 274E5QSB 277
ITomerienue nis Notepad++. 1 morutop Samsung SyncMaster E1720

MIPOBEICHUS
3aHATUH
JIEKIIMOHHOTO
TUIA,
CEMHHAPCKOI0
TUTA, KyPCOBBIX
paboT (KypcoBbIX
IIPOEKTOB),
TPYIIIOBEIX U
WHAMBUAYaIbHBIX
KOHCYJIBTALINM,
TEKYIIEro
KOHTPOJISI U
MIPOMEXYTOYHOM
aTTecTaluH,
CaMOCTOSTEIbHOI
paboTHL.

1C:Ipennpusitue 8. Komruiexr
Kaspersky Endpoint Security
MS Access 2016

MS Project Pro 2016

MS SQL Server 2019

MS SQL Server Management
Studio 18.8

MS Visio Pro 2016

MS Visual Studio Pro 2019
Blender

Gimp

Maxima

Oracle VM VirtualBox
StarUML V1

Oracle Database 11g Express
Edition

IntelliJ IDEA

JetBrains PhpStorm
JetBrains WebStorm
Autodesk 3ds Max 2020
Autodesk AutoCAD 2020
Adobe Reader DC

Diptrace

Autodesk EAGLE
Embarcadero RAD Studio XE8
Arduino Software (IDE)

11 KOMITIEKTOB KJIaBUATypa+MblIlb

1 npuntep HP LaserJet 1018

1 xommyTatop HeynpasisgeMslid DES-1016D

1 BecripoBoHast Touka moctyrna Apple Air Base Station
MexaucturnHapHas 1adoparopHas ctanius NI ELVIS 11 u
IO Circuit Design Suit JlabopaTtopust cCXeMOTEXHHKA
(reobxomumo Hanuuue nad. ctanuuu ELVIS) [Ipaktukym no
IU(POBEIM TEMEHTaM BBIYUCIHTEIFHON U HH(POPMaInOHHO-
M3MEPHUTENLHON TEXHUKH (HE0OX0ANMO HAINIHE
naboparopHoii craniu ELVIS) JlabopaTopus
MIPOCKTUPOBAHKE HU(PPOBBIX YCTPOHCTB M IPOrPAMMHUPOBAHHS
[TJINC (Heobxoxmmo Hanmaue adopaTopHoii ctanimu ELVIS)
Kommekt akceccyapoB NI myRIO Starter Accessory Kit
(onmuonansHO) KommekT akceccyapo NI myRIO
Mechatronics Accessory Kit Kommekt akceccyapoB NI
myRIO Embedded Systems Accessory Kit JlabopaTopus
MIPOrpaMMHUPOBAHUSI BCTPAUBACMBIX cUcTeM JIOKaIbHBIC
BBIYHCIIATEIBHBIC CETH (HEOOX0ANMO HaIN4ue Jab0paToOpHOi
cranunu ELVIS) IIpombimuienHsre mHTEpQEHCH 1 TPOTOKOIEI
(mporpammHas Bepcusi) AxagemMudeckast Turer3ns NI
LabVIEW. Arduino Robot.




NetBeans IDE

ZEAL

Klite Mega Codec Pack
MS Office Standart 2007
NI LabVIEW Full

8. METOAMYECKUE YKA3AHMS 151 OBYUAIOIIUXCS 10 OCBOEHMIO JUCHUILIAHBI (MOAY.JIS)

B cootBerctBuu ¢ TpeboBanusiMu @T'OC BO mo HampaBieHHIO MOATOTOBKU peann3alusi KOMIETEHTHOCTHOTO TIOAX01a
HpeycMaTpHBAaET UCTIOIb30BaHHUE B YUEOHOM IIpOLIeCCe aKTUBHBIX M HHTEPAKTUBHBIX (POPM IIPOBE/ICHUS 3aHATHI (pa3bop
KOHKPETHBIX 3aJ1a4, IPOBEJCHUE OJIMII-0IIPOCOB, HCCIIEI0BATENBCKHE PA0OTHI) B COYETAHNH C BHEAYIUTOPHOW pabOTOH C IETIBI0
(hopMupPOBaHUS U Pa3BUTHS NPO(ECCHOHATBHBIX HABBIKOB 00YJaIOIIHXCA.

Jlexunonnsie 3ausaTust nononsstoTes [13 u pazmuunbivu popmamu CPC ¢ yueOHOM 1 HayuHOM JuTepatypoid. B mponecce takoi
paboTHI CTYACHTHI MPHOOPETAIOT HABBIKH «TITYOOKOTO YTCHHMS - aHAIN3a M MHTEPIIPETAlNH TEKCTOB TI0 METOIOTIOTHH U METOTMKE
JUCITUTIIIAHEL

Y4e6HsIit MaTepual 1o auciuminHe «CUCcTeMHOe IporpaMMHOe obecrieueHne) paszeeH Ha IOTHYECKU 3aBepIIeHHbIe YacTu
(Monynn), IIocie U3ydeHUsI, KOTOPBIX MPeLyCMaTpUBACTCS aTTeCTAlNs B (JOpME MMCEMEHHBIX TECTOB, KOHTPOJIBHBIX PadoT.
PaboTs! oneHMBaroTCA B 6ayuiax, CyMMa KOTOPBIX JaeT PeHTHHT Kakaoro o0ydaromerocs. B 6amrax orieHHBarOTCS HE TONBKO
3HAHUSA U HABBIKY O0YJAOMINXCs, HO ¥ X TBOPYECKHE BOSMOXKHOCTH: aKTUBHOCTb, HEOPAHHAPHOCTD PEIICHUI TOCTaBIEHHBIX
npo6aem. Kaxplii Motyib yaeOHOH AMCIUIUIMHEI BKIIIOUaeT 00s3aTeNbHble BUABI paboT — siekunw, 113, pasnnunsie Buasr CPC
(BBITIOJTHEHUE JOMAIITHUX 3aJaHAH 0 PEIICHHMIO 3a1a4, TOJrOTOBKA K JICKIUSAM U MTPaKTHYCCKUM 3aHATHIM).

®dopma TeKyIero KOHTPOJIS 3HaHUH — paboTa CTy[IeHTa Ha IPaKTHIEeCKOM 3aHATHH, orpoc. Popma MpoOMeKyTOUHBIX aTTECTaIHi —
KOHTpPOJIbHAs paboTa B ayIUTOPUH, JOMAIIHss paboTa. MiToroBas hopmMa KOHTPOJISI 3HAHUH 1O MOIYIISIM — KOHTpOJIbHAs paboTa ¢
3aJja4yaMu 110 MaTepUaIy MOIyJIs.

Meroandeckue yKa3aHus 10 BEIIOIHEHHIO BCEX BUIOB yIeOHOH paboTHI pa3MeIieHs! B AJICKTPOHHON 00pa30oBaTeIbHOM cpeie
aKaJleMHH.

Metoauueckue yka3zaHust ¥ MaTepUalIbl 110 BUAAM y4eOHbIX 3aHATHH 110 TUCHUILIIHE:

Buy yaeOHBIX 3aHATHI, paboT - OpraHu3anys IesTeIbHOCTH 00yJaromerocs

Jlexnust - HaMMCaHNe KOHCIEKTA JICKNUIT: KPaTKO, CXEMaTHYHO, ITOCIEI0BATEIFHO (PUKCHPOBATE OCHOBHBIE TIOJIOKEHNS, BEIBOJIHI,
(hopMynHpOBKH, 0000IIEHHs, OTMEUaTh BayKHBIE MBICIH, BBLAEIATH KIIOUEBEBIE CII0BA, TepMUHBL. [IpoBepka TepMUHOB, MOHATHIL €
MOMOIIBIO SHIMKIONEANH, CIIOBapel, CIPABOYHHKOB C BBIMMCBIBAHUEM TOJIKOBAHUI B TETpab.

9. METOMYECKHUE YKA3AHUSA OBYYAIOIMMCH IO BBINTOJJHEHUIO CAMOCTOATEJIBHOU PABOTBI

CamocrositenbHast paboTa CTYJICHTOB B XO/I€ CeMecTpa SBIISIeTCS BAXKHOIM COCTaBHOM YacThIO y4eOHOTO Mpolecca 1 HeoOxoauma
JUTS 3aKPETICHUS U YIITyOJIeH!s 3HAHWH, TIOTy4eHHbIX B IEPHOJI CECCHU Ha JICKIHAX, IPAKTHYECKUX U HHTEPAKTHBHBIX 3aHATHIX, a
TaxoKe JUI HHAWBUIYATbHOTO U3ydeHHs JucHumnHel « MH(opMamonnas 6e30macHOCTE) B COOTBETCTBUH C MIPOTPaMMOH 1
PEKOMEH/I0BaHHOW JIUTEPATYpPOi.

CamocrosiTenbHast pab0Ta BBINOIHACTCS B BUJIE MOATOTOBKHU JOMAIITHETO 33/1aHUsI WIIH COOOIIEHNMS 10 OTAEIBHBIM BOIIPOCaM,
HaIICaHUE U 3all[ITa HayIHO-UCCIIEI0BATELCKOTO IPOEKTA.

KonTpoms kadecTBa BBIIIOJIHEHUS CAMOCTOATEIBHON (JJOMAITHEl) paboThl MOXKET OCYIIECTBIIATECS C IOMOIIBIO YCTHOTO OIPoca Ha
JEKIUAX WM IIPAKTHYECKHUX 3aHATUSX, 00CY)KACHHUS TOATOTOBICHHBIX HAYyIHO-HUCCIIEI0BATENILCKUX ITPOEKTOB, IIPOBEICHHS
TECTHPOBAHHS.

YcrHBIe (HOPMBI KOHTPOIIS IOMOTYT OIIEHUTH BIAJICHNAC CTYJCHTAMH XaHPaMH HAYIHOH pedn (IUCKyCCHUs, JUCIYT, COOOIICHHE,
JIOKJaJ U JIp.), B KOTOPBIX PACKPBIBAETCS yMEHUE CTYCHTOB MepeaaTh HYKHYIO HH()OPMAIHIO, TPAMOTHO UCIIOIb30BaTh S3BIKOBHIE
CpPEZCTBA, a TAKXKE OPATOPCKUE MPUEMBI AJsl KOHTAKTa C ayJUTOPHENL.

[TuceMeHHBIE pabOTHI TO3BOJISIOT OLICHHUTH BIIAZICHNE HCTOYHNKAMH, HAYIHBIM CTUJIEM HU3JI0KSHHUS, TSI KOTOPOTO XapaKTePHBI:
JIOTHYHOCTh, TOYHOCTh TEPMUHOJIOTHH, 000OIIEHHOCTh W OTBJICUYCHHOCTh, HACBIIIEHHOCTh (PAKTHUECKOH HHPOPMALIUEH.




